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DETAILED ACTION 
Response to Amendment 

1. Examiner acknowledges the request for continued examination (RCE) 
filed on February 22, 2005, and the new ground(s) of rejection is presented in this Office 
action. 

2. Claims 1-23 are pending. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 1-23 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Davis (US 6,181,803 B1), and further in view of Matchett et al (US 5,229,764). 

a. Referring to claim 1: 
i. Davis teaches: 

(1) a biometric information input unit inputting biometric 
information [i.e., a biometric device 120 (e.g., as shown in Figure 1, a biometric 
scanner of facial or hand geometries, iris patterns, voice synthesizer) includes an 
input source (e.g., lens, scanner, microphone, etc.) that routes data to a biometric 
processor 200 having cryptographic functionality contained within the biometric 
device 120 (column 3, lines 51-52 and lines 59-62)]; 

(2) an extraction unit extracting biometric feature 
information from the input biometric information [i.e., as shown in Figure 1, the 
biometric processor 200 captures a data clip of desired data (e.g., facial 
geometries or other characteristics of a user 140 requesting access to the node) 
that obtains from biometric device 120 (column 3, lines 62-65)]; 
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(3) an estimation unit estimating matching precision of 
the extracted biometric feature information p.e., as shown in Figure 1, the biometric 
processor 200 further processes the data clip locally therein before sending at 
least one "secure" message to the PC 110 to remain accessible or shut-down 
(column 3, lines 65-67). Ultimately, the processing performed by the processing 
unit 220 may extend to include the actual comparison of pre-stored master 
characteristics with the processed data clip to determine whether or not to grant 
the user access to the node (column 5, lines 22-26)]; 

(4) a request unit requesting an input of additional 
authentication information different from the input biometric information when said 
estimation unit estimates that a predetermined matching precision cannot be obtained 
[i.e., for the sake of clarity, the selected biometric characteristics ( from the data 
capture circuit 210, that is "a request unit ") will be described as visual physical 
characteristics (e.g., iris patterns, retina patters, finger prints, facial geometries, 
etc.), while it is contemplated that non-visual characteristics of the user (e.g., 
voice patterns, data entry patterns, etc.) may be used for authentication or 
identification purposes, whereas the pre-stored data does not match is inherently 
provided (column 4, lines 46-52)]; 

(5) an authentication information input unit inputting the 
authentication information [i.e., as shown in Figure 2, the processor unit 220, that is 
"an authentication information input unit"]; 

(6) a biometric feature information registration unit 
preliminarily storing registered biometric feature information [i.e., as shown in Figure 
1, biometric processor 200, that is "a biometric feature information registration 
unit", captures a data clip of desired data (column 3, lines 62-63)]; 

(7) an authentication information registration unit 
preliminarily storing additional registered authentication information [i.e., as shown in 
Figure 2, the data capture circuit 210, that is "an authentication information 
registration unit" for "storing additional registered authentication information"]; 
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(8) a biometric feature information matching check unit 
having a matching check between the extracted biometric feature information and the 
registered biometric feature information [i.e., as shown in Figure 2, the processor 
unit 220, that is "a biometric feature information matching check unit"]; 

(9) an authentication information matching check unit 
having a matching check between the input authentication information and the 
registered authentication information [i.e., as shown in Figure 2, the processor unit 
220, that is "an authentication information matching check unit"]; and 

(10) a determination unit computing matching precision by 
combining a matching check result about biometric feature information with a matching 
check result about additional authentication information, and determining based on a 
computation result whether or not a user is authenticated [i.e., as shown in Figure 2, 
the processor unit 220, that is "a determination unit" for "computing matching 
precision"]. 

ii. Although Davis does teach the claimed subject matter which 
related specially with variety of biometric information [i.e., the selected biometric 
characteristics will be described as visual physical characteristics (e.g., iris 
patterns, retina patters, finger prints, facial geometries, etc.)]; Davis does not 
clearly state that additional authentication information is different from the input 
biometric information when predetermined biometric data cannot match. However, 
Davis does imply that these above mentioned variety of biometric information may be 
used for authentication or identification purposes (see column 4, lines 45-52)]. On the 
other hand, Matchett teaches: 

(1) During use of the protected system or device, if 
access is granted, the user is continuously, at intermittent or random intervals, and/or at 
each attempt to command or interact with the system, retested and the new input 
biometric data compared to the reference data. If at any point during usage of the 
protected system or device the user should fail one test or a plurality of tests, the user's 
access would be terminated. The termination of access protocol may be varied 
according to application (column 3, lines 35-44). 
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Hi. It would have been obvious to a person having ordinary skill 
in the art at the time the invention was made to: 

(1 ) have applied the teaching of Matchett into Davis so as 
to improve system security (column 3, lines 13-14 of Matchett). 

iv. The ordinary skilled person would have been 

motivated to: 

(1 ) have applied the teaching of Matchett into Davis since 
an authorized user, upon gaining entry to a protected system, could then turn the 
system over to an unauthorized user. Continuous or intermittent periodic biometric 
checks would eliminate this problem. Continued use of a protected system or device 
would be directly dependent upon continued "passing" of such intermittent biometric 
tests, especially if performed at random intervals (column 2, lines 59-66 of Matchett). 

b. Referring to claim 2: 

L Davis further teaches: 

(1) wherein said request unit requests password 
information as the authentication information, said authentication information input unit 
inputs the password information, said authentication information registration unit 
preliminarily stores registered password information as the registered authentication 
information, and said authentication information matching check unit has a matching 
check between the input password information and the registered password information 
[i.e., "request unit requests password information as the authentication 
information" is considered to include in the data capture circuit 210 whereby the 
non-visual characteristics of the user (e.g., voice patterns, data entry patterns, 
that is "password information", etc.) may be used for authentication or 
identification purposes (column 4, lines 50-52)]. 

c. Referring to claim 3: 

i. Davis further teaches: 

(1) wherein said request unit comprises a setting unit 
setting a number of digits of password information required to obtain the predetermined 
matching precision, and requesting an input of the set number of digits of password 
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information [i.e., "a setting unit" is considered to include in the data capture circuit 
210]. 

d. Referring to claim 4: 

i. Davis further teaches: 

(1) wherein said number of digits is set based on the 
matching precision estimated by said estimation unit, and said authentication 
information matching check unit has a matching check between the input password 
information and a predetermined part of the registered password information [i.e., 
"number of digits is set based on the matching precision estimated by said 
estimation unit" is considered to include in biometric processor 200]. 

e. Referring to claim 5: 

i. Davis further teaches: 

(1) wherein said determination unit inputs authentication 
information stored in a medium [i.e., "authentication information" is considered to 
be stored in the memory element 222, as shown in Figure 2]. 

f. Referring to claims 6 and 10: 

i. These claims have limitations that is similar to those of claim 
1 , thus they are rejected with the same rationale applied against claim 1 above. 

g. Referring to claim 7: 

i. Davis further teaches: 

(1) wherein said request unit requests an input of other 
biometric information of a same type as the biometric information used in estimating 
matching precision, and said biometric information input unit inputs other biometric 
information of the same type at the request [i.e., as shown in Figure 2, the data 
capture circuit 210, that is for "requesting an input of other biometric information 
of a same type as the biometric information used in estimating matching 
precision"]. 

h. Referring to claim 8: 

i. Davis further teaches: 
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(1) wherein said biometric information input unit inputs 
fingerprint information as biometric information, and requests an input of fingerprint 
information about a finger different from a finger used in fingerprint information in a 
matching check for estimating the matching precision [i.e., a biometric device 120 
(e.g., as shown in Figure 1, a biometric scanner of facial or hand geometries or 
finger prints, iris patterns, voice synthesizer) includes an input source (e.g., lens, 
scanner, microphone, etc.) that routes data to a biometric processor 200. The 
processing performed by the processing unit 220 may extend to include the 
actual comparison of pre-stored master characteristics with the processed data 
clip to determine whether or not to grant the user access to the node (column 5, 
lines 22-26)]. 

i. Referring to claim 9: 

L Davis further teaches: 

(1) wherein said request unit requests an input of 
biometric information of a different type from biometric information used in estimating 
matching precision, and said biometric information input unit inputs biometric 
information of a different type [i.e., as shown in Figure 2, the data capture circuit 
210, that is for "requesting an input of biometric information of a different type 
from the biometric information used in estimating matching precision"]. 

j. Referring to claim 1 1: 

i. Davis further teaches: 

(1) wherein said biometric information relates to one of 
fingerprint information, iris information, voiceprint information, retina blood vessel 
distribution information, signature information, face image information, and DNA 
information [i.e., the selected biometric characteristics will be described as visual 
physical characteristics (e.g., iris patterns, retina patters, finger prints, facial 
geometries, etc.) (column 4, lines 46-49)]. 

k. Referring to claim 12: 

i. Davis further teaches: 
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(1) a client device [i.e., the node 110 of Figure 1] in a 

client-server type authentication system, comprising: 

(a) a biometric information input unit inputting 
biometric information [i.e., a biometric device 120 of Figure 1]; 

(b) an extraction unit extracting biometric feature 
information from the input biometric information [i.e., a biometric processor 200 of 
Figure 1]; 

(c) an estimation unit estimating matching 
precision of the extracted biometric feature information [i.e., a processing unit 220 of 
Figure 2 may extend to include the actual comparison of pre-stored master 
characteristics with the processed data clip to determine whether or not to grant 
the user access to the node (column 5, lines 22-26)]; 

(d) a request unit requesting an input of additional 
authentication information different from the input biometric information when said 
estimation unit estimates that a predetermined matching precision cannot be obtained 
[i.e., for the sake of clarity, the selected biometric characteristics ( from the data 
capture circuit 210, that is "a request unit ") will be described as visual physical 
characteristics (e.g., iris patterns, retina patters, finger prints, facial geometries, 
etc.), while it is contemplated that non-visual characteristics of the user (e.g., 
voice patterns, data entry patterns, etc.) may be used for authentication or 
identification purposes, whereas the pre-stored data does not match is inherently 
provided (column 4, lines 46-52)]; 

(e) an authentication information input unit 
inputting the authentication information [i.e., as shown in Figure 2, the processor unit 
220, that is "an authentication information input unit"]; 

(f) a generation unit generating matching check 
data by combining the extracted biometric feature information with the input 
authentication information [i.e., as shown in Figure 2, the processor unit 220, that is 
"a generation unit" for "generating matching check data"]; and 
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(g) a communications unit transmitting the 
matching check data to a server to have a matching check between the generated 
matching check data and registered information [i.e., as shown in Figure 1, the 
biometric device 120, that is "a communications unit", comprises the data 
capture circuit 210 including a pixel capture array 211 and control logic 212 
controlling the pixel capture array 211. The control logic 212 digitizes biometric 
characteristics of the user and transmits the digitized version of the biometric 
characteristic to the processing unit 220 (column 4, lines 55-57)]. 

ii. Although Davis does teach the claimed subject matter which 
related specially with variety of biometric information [i.e., the selected biometric 
characteristics will be described as visual physical characteristics (e.g., iris 
patterns, retina patters, finger prints, facial geometries, etc.)]; Davis does not 
clearly state that additional authentication information is different from the input 
biometric information when predetermined biometric data cannot match. However, 
Davis does imply that these above mentioned variety of biometric information may be 
used for authentication or identification purposes (see column 4, lines 45-52)]. On the 
other hand, Matchett teaches: 

(1) During use of the protected system or device, if 
access is granted, the user is continuously, at intermittent or random intervals, and/or at 
each attempt to command or interact with the system, retested and the new input 
biometric data compared to the reference data. If at any point during usage of the 
protected system or device the user should fail one test or a plurality of tests, the user's 
access would be terminated. The termination of access protocol may be varied 
according to application (column 3, lines 35-44). 

iii. It would have been obvious to a person having ordinary skill 
in the art at the time the invention was made to: 

(1 ) have applied the teaching of Matchett into Davis so as 
to improve system security (column 3, lines 13-14 of Matchett). 

iv. The ordinary skilled person would have been motivated to: 
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(1 ) have applied the teaching of Matchett into Davis since 
an authorized user, upon gaining entry to a protected system, could then turn the 
system over to an unauthorized user. Continuous or intermittent periodic biometric 
checks would eliminate this problem. Continued use of a protected system or device 
would be directly dependent upon continued "passing" of such intermittent biometric 
tests, especially if performed at random intervals (column 2, lines 59-66 of Matchett). 

I. Referring to claim 13: 

i. Davis further teaches: 

(1) wherein said matching data generation unit described 
in the matching data at least one of the extracted biometric feature information, type 
information about the input authentication information, and format information about the 
matching data [i.e., normally, for a user authentication biometric system, its 
biometric device (wherein "matching data generation unit" is considered to 
include in this device) captures a data clip and transmits the data clip to a 
computer operating as a database through a signal line in a non-encrypted 
format. The computer processes the data clip, searches for pre-stored "master" 
characteristics of the individual requesting access to the node who has 
previously identified oneself through voice, data input and other input means, 
compares the data clip to the pre-stored master characteristics, and grants 
access to a node or an area if certain features of the data clip match those of the 
pre-stored master characteristics contained in the computer (column 1, lines 42- 
53)]. 

m. Referring to claim 14: 

i. This claim has limitations that is similar to those of claim 10, 
thus it is rejected with the same rationale applied against claim 10 above. 

ii. Davis further teaches: 

(1) a communications unit receiving biometric feature 
information and additional authentication information from a client [i.e., as shown in 
Figure 1, biometric device 120, that is "a communications unit"]. 

n. Referring to claim 15: 
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i. This claim has limitations that is similar to those of 
claims 10, 12, and 14, thus it is rejected with the same rationale applied against claims 
10, 12, and 14 above. 

o. Referring to claim 1 6: 

i. This claim has limitations that is similar to those of claim 12, 
thus it is rejected with the same rationale applied against claim 12 above. 

ii. Davis further teaches: 

(1) a communications unit transmitting the registration 
data to a server to register the generated registration data, [i.e., as shown in Figure 1, 
biometric device 120, that is "a communications unit" for "transmitting the 
registration data to a server to register the generated registration data"]. 

p. Referring to claim 1 7: 

i. This claim has limitations that is similar to those of 
claims 14 and 15, thus it is rejected with the same rationale applied against claims 14 
and 15 above. 

q. Referring to claim 1 8: 

i. Davis further teaches: 

(1) a database unit managing a type of registered 
information stored corresponding each piece of identification information [i.e., as 
shown in Figure 2, the node may communicate with a remotely located source 
(e.g., a centralized database, that is "a database unit") to receive master 
characteristics of the user downloaded from the remotely located source (column 
5, lines 43-46)]; 

(2) a retrieval unit retrieving a type of registered 
information corresponding to identification received from a client [i.e., referring still to 
Figure 2, the processing unit 220, that is "a retrieval unit" for "retrieving a type of 
registered information corresponding to identification received from a client"]; 

and 

(3) a request unit requesting the client to input matching 
information corresponding to the retrieved type [i.e., referring still to Figure 2, the 
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data capture circuit 210, that is "a request unit" for "requesting the client to input 
matching information corresponding to the retrieved type"]. 

r. Referring to claims 1 9 and 20: 

i. These claims have limitations that is similar to those 
of claim 1 , thus they are rejected with the same rationale applied against claim 1 above. 

s. Referring to claims 21-23: 

i. These claims have limitations that is similar to those 
of claims 9 and 13, thus they are rejected with the same rationale applied against claims 
9 and 13 above. 

Conclusion 

5. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Any inquiry concerning this communication or earlier 
communications from the examiner should be directed to Thanhnga (Tanya) Truong 
whose telephone number is 571-272-3858. 

If attempts to reach the examiner by telephone are unsuccessful, 
the examiner's supervisor, Kim Vu can be reached at 571-272-3859. The fax and 
phone numbers for the organization where this application or proceeding is assigned is 
703-872-9306. 

Any inquiry of a general nature or relating to the status of this 
application or proceeding should be directed to the receptionist whose telephone 
number is 571-272-2100. 



TBT 

April 14, 2005 




